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Introduction

Cyberattacks are omnipresent and constitute a huge threat
to the entire economy, regardless of size or industry. The
rapid increase in mobile work and cloud services is also
making companies even more vulnerable to cyberattacks.
While greater flexibility is achieved through remote work
and cloud services, the new structures, at the same time,
create new attack vectors for cybercriminals which should
sound the alarm bells with IT security experts. The spread
of shadow IT and the integration of new sites also continue
to increase the risks.

Prominent examples from 2021 show that cyberattacks
are becoming as dangerous as never before. For example,
retail giants MediaMarkt and Saturn were the victims of a
large ransomware attack at the end the year - with huge
consequences. Cash registers and merchandise manage-
ment systems had been encrypted by the ransomware, the
workflows were severely disrupted and the cybercriminals
demanded a ransom of 50 million dollars. This is just one
of many examples where cybercriminals have been able to
circumvent the defences in order to cause damage. In addi-
tion, the number of cyberattacks will continue to rise exor-
bitantly in the future. According to Check Point Software's
2022 Security Report, the number of attacks on company
networks in 2021 compared with the previous year increa-
sed by 62 percent in Germany, by 117 percent in Austria and
by 65 percent in Switzerland .

At the same time, cybercriminals are becoming more and
more sophisticated and are increasingly able to bypass
conventional IT security infrastructure. This is because, in
the age of digitisation, with a huge increase in data traffic
by more and more devices and subscribers, these old, sta-
tic structures are no longer up to date. Companies need to
change the way they think and adopt new security con-
cepts that extend beyond their company network and
ensure that IT security is maintained.

Source:

Two of these key concepts are the Zero Trust approach and
secure access service edge (SASE). Zero Trust is a security
concept in which generally all devices, users or services are
mistrusted from the outset, without making any difference
whether the service, the device or the user is located inside
or outside the in-house network, In conventional secu-
rity concepts, everything that is inside is considered trust-
worthy. SASE is understood as a cloud architecture model
that bundles network and security-as-a-service functions
into a common cloud service. This includes firewalls, secure
web gateways and also network access according to the
Zero Trust principle.

The results of this study show to what extent German com-
panies are making use of cloud services and what measu-
res they take to ensure that access to cloud services from
private terminals is secure. In additions, the companies sur-
veyed provided information on how often they have been
affected by cyberattacks, what consequences this had for
them, which means they use to fight cyberattacks and what
the degree of maturity of their implementation of Zero Trust
and SASE concepts is.

https://www.ict-channel.com/security/letztes-jahr-62-prozent-mehr-cyberangriffe.126621.html
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